PRIVACY POLICY AND DATA
SECURITY GOVERNANCE
STATEMENT

(Strictly Optimized for TikTok Shop US Data Security Review)
Effective Date: October 1, 2025

Operator: Shijiazhuang Yuan Supply Chain Management Service Co., Ltd.
Service Name: Submarine Al (Website: qiantingai.com)

Contact Email: admin369@388.com

SECTION 1: INTRODUCTION AND
COMMITMENT TO SECURITY

Welcome to Submarine Al (hereinafter referred to as "the Service"). Shijiazhuang
Yuan Supply Chain Management Service Co., Ltd. (hereinafter referred to as "We,"
"Us," or "Our") is the dedicated operator of the Submarine Al platform. We recognize
that in the current digital landscape, data security is the cornerstone of trust for our
users, sellers, advertisers, and partners.

Compliance Statement for US Data Security Review:

This Privacy Policy and Data Security Statement is established not only to comply
with the Personal Information Protection Law (PIPL) but also to strictly align with
the Data Security and Privacy Review (DSPR) standards mandated by the TikTok
Shop US Data Security team.

We acknowledge that protecting "Protected Data" (including US seller and buyer data)
is a critical obligation. We have implemented a "Defense-in-Depth" security strategy
that integrates organizational management with advanced technical controls to ensure
that our operations meet or exceed the expectations of the US market. We affirm that
an app cannot launch in the TikTok Shop US App Store without adhering to these
rigorous security standards.

SECTION 2: SCOPE AND DEFINITIONS

To ensure transparency during the review process, we define the following terms used
in this policy:



"Protected Data': Refers to any confidential information obtained through the
TikTok Shop Open API or other service channels, including but not limited to Order
Information, Seller Details, Buyer PII (Personally Identifiable Information), Item Data,
and Transaction Logs.

"Sensitive Personal Information': Includes financial account numbers,
government-issued identification numbers, precise geolocation data, and biometric
information.

"Processing'': Refers to any operation performed on data, such as collection,
recording, storage, adaptation, retrieval, use, disclosure by transmission, or deletion.

"Data Minimization': The principle that we only collect data that is adequate,
relevant, and limited to what is necessary in relation to the purposes for which it is
processed.

SECTION 3: INFORMATION COLLECTION AND MINIMIZATION
We strictly adhere to the principle of Data Minimization. We do not collect

extraneous data. Our data collection is limited to the specific business purpose of
providing Al video generation services.

3.1 Information You Voluntarily Provide

Account Registration Data: To create and manage your account, we collect truthful
information including your full legal name, business entity name, contact email, and
phone number.

Identity Verification (KYC/KYB): To comply with developer and seller verification
requirements, we collect identity documents (e.g., Business License, ID Cards). This
is strictly for authentication and is stored in a separate, highly secured database.

User-Generated Content (UGC): We process the images, audio files, video scripts,
and text prompts you upload solely for the purpose of generating Al video content.

Support Communications: Any data provided during correspondence with our
customer support team for dispute resolution or feedback.

3.2 Information Automatically Collected (Technical Data)

Device Information: Device model, operating system version, browser type, screen
resolution, and unique device identifiers (IMEI/MAC address).



Network Information: IP address, network type (Wi-Fi/4G/5G), and Internet Service
Provider (ISP) details.

Security & Audit Logs: We record detailed operation logs, including login
timestamps, API access records, and session durations. Note: These logs are essential
for our Security Auditing and Threat Detection systems and are retained in
compliance with cybersecurity laws.

SECTION 4: DATA SECURITY ARCHITECTURE
(CRITICAL COMPLIANCE)

This section explicitly addresses the technical requirements of the US Data
Security Questionnaire. We have implemented the following enterprise-grade
security controls:

4.1 Encryption Standards

We employ state-of-the-art encryption to protect data confidentiality and integrity
throughout its lifecycle:

Data at Rest: All Sensitive Personal Information and Protected Data stored in our
databases (SQL/NoSQL) and object storage systems are encrypted using AES-256
(Advanced Encryption Standard with 256-bit keys) or higher. Encryption keys are
managed via a dedicated Key Management Service (KMS) with strict rotation policies
(every 90 days).

Data in Transit: All data transmission between user devices, our servers, and
third-party APIs is protected using TLS v1.2 (Transport Layer Security) or higher
protocols. We strictly prohibit the use of insecure protocols (e.g., HTTP, SSL v3).

4.2 Access Control and Authentication

Least Privilege Principle: Access to Protected Data is restricted to employees who
have a legitimate business need ("Need-to-Know"). We review access rights
quarterly.



Multi-Factor Authentication (MFA): We strictly enforce MFA (e.g., Google
Authenticator, Hardware Tokens) for all administrator accounts and any remote
access (VPN) to our production environment. There are no exceptions.

Session Management: To prevent unauthorized physical access, all employee
workstations and critical system terminals are configured to automatically lock the
screen after 15 minutes of inactivity.

Account Hygiene: We enforce strong password policies (requiring a mix of
uppercase, lowercase, numbers, symbols, and minimum length). Default passwords
are strictly prohibited.

4.3 Network and Infrastructure Security

Network Segmentation: Our production environment is logically and physically
isolated from our development and testing environments. We utilize DMZ
(Demilitarized Zones) and Virtual Private Clouds (VPC) to restrict network traffic.

Intrusion Detection: We deploy Network Intrusion Detection Systems (NIDS) to
monitor network traffic for suspicious activity 24/7.

Firewalls: We implement Next-Generation Firewalls (NGFW) and Web Application
Firewalls (WAF) to block common web attacks (e.g., SQL Injection, XSS).

4.4 Endpoint and Workplace Security

Endpoint Protection: All company servers and employee workstations are equipped
with Host Intrusion Prevention Systems (HIPS) and enterprise-grade anti-virus
software. Virus definitions are updated daily.

Vulnerability Management: We perform automated vulnerability scans on our
infrastructure weekly.



Penetration Testing: We engage qualified third-party security experts to conduct
Penetration Testing at least annually. Reports are documented and remediated
immediately.

4.5 Incident Response and Business Continuity

We maintain a documented Incident Response Plan (IRP).

We conduct Security Incident Drills at least annually to test the effectiveness of our
detection, containment, and recovery procedures.

In the event of a confirmed data breach affecting US users, we will notify the affected
parties and relevant regulatory bodies within the timeframes mandated by applicable
laws (e.g., 72 hours).

SECTION 5: DATA RETENTION AND DELETION

Retention Period: We retain Personal Data only for as long as necessary to fulfill the
purposes outlined in this policy or as required by law.

Deletion Protocol: Upon termination of services or user request, data is securely
deleted or anonymized.

Seller Data Specifics: If a TikTok Shop seller disconnects their shop or terminates
their relationship with us, we will delete all associated Protected Data from our
production systems within 7 days and from backups within 30 days. We utilize secure
deletion methods (e.g., NIST 800-88 guidelines) to ensure data is unrecoverable.



SECTION 6: INTERNATIONAL DATA
TRANSFERS

Given the global nature of our service, data may be processed on servers located in
China and the United States.

Compliance Mechanisms: We adhere to the Measures for the Security Assessment of
Data Outbound Transfer. For transfers involving US user data, we implement
Standard Contractual Clauses (SCCs) and Transfer Impact Assessments (TIAs) to
ensure that the recipient maintains a level of data protection equivalent to US
standards (including the AES-256 encryption requirement).

SECTION 7: SHARING AND DISCLOSURE

We strictly do not sell your personal information. We may share data only under the
following limited circumstances:

Service Providers: We share data with trusted cloud infrastructure providers (e.g.,
AWS, AliCloud) solely for the purpose of storage and computation. These providers
are bound by strict Data Processing Agreements (DPAs) and must comply with our
security standards.

Legal Compliance: We may disclose information if compelled by a valid court order,
subpoena, or to protect the safety of our users or the public.

SECTION 8: YOUR RIGHTS (US & GLOBAL)

We respect your rights regarding your data. Depending on your jurisdiction (including
California, Virginia, etc.), you have the following rights:

Right to Access: Request details about the categories and specific pieces of personal
information we have collected.

Right to Delete: Request the deletion of your personal information ("Right to be
Forgotten").



Right to Correction: Request the correction of inaccurate data.

Right to Opt-Out: Opt-out of the "sale" or "sharing" of personal information (though
we do not sell data).

Non-Discrimination: We will not discriminate against you for exercising your
privacy rights.

To exercise these rights, please contact our Data Protection Officer at
admin369@88.com. We will verify your identity before processing the request.

SECTION 9: CHILDREN'S PRIVACY

Our services are not intended for individuals under the age of 18. We do not
knowingly collect personal information from minors. If we discover that we have
inadvertently collected such information, we will take immediate steps to delete it.

SECTION 10: POLICY UPDATES AND CONTACT

We reserve the right to update this policy to reflect changes in legal requirements or
our security infrastructure. Significant changes will be communicated via email or
website notice.

If you have questions regarding this policy or the US Data Security Review, please
contact us:

Operator: Shijiazhuang Yuan Supply Chain Management Service Co., Ltd.

Address: Shijiazhuang, Hebei Province, China.

Email: admin369@88.com
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